Job Posting
IT Security Analyst
Vancouver, BC.

THE OPPORTUNITY
We have an exciting opportunity for an IT Security Analyst to join our high-performing team in a remote
working environment.
What You’ll Do: The IT Security Analyst performs two core functions for the enterprise - day-to-day
operations of the in-place security solutions, and the identification, investigation, and resolution of
security breaches detected by those systems. Secondary tasks may include involvement in the
implementation of new security solutions, participation in the creation and or maintenance of policies,
standards, baselines, guidelines, and procedures as well as conducting vulnerability audits and
assessments.
Who You Are: You are self-motivated, driven, organized, and demonstrate strong time management
skills. This role will require you to be fully aware of the enterprise’s security goals as established by its
stated policies, procedures, and guidelines; You lead by example and actively work towards upholding
those goals consistently.
Work Environment: This role will be working from home in a remote environment.
RESPONSIBILITIES
Strategy and Planning
• Participate in the planning and design of enterprise security architecture, under the direction
of the IT Security Manager, where appropriate;
• Participate in the creation of enterprise security documents (policies, standards, baselines,
guidelines, and procedures) under the direction of the IT Security Manager, where
appropriate; and,
• Participate in the planning and design of an enterprise business continuity plan and disaster
recovery plan, under the direction of the IT Security Manager, where appropriate.
Acquisition and Deployment
• Maintain up-to-date detailed knowledge of the IT security industry including awareness of
new or revised security solutions, improved security processes, and the development of new
attacks and threat vectors;
• Recommend additional security solutions or enhancements to existing security solutions to
improve overall enterprise security; and,
• Perform the deployment, integration, and initial configuration of all new security solutions
and of any enhancements to existing security solutions in accordance with standard best
operating procedures generically and the enterprise’s security documents specifically.
Operational Management
• Maintain up-to-date baselines for the secure configuration and operations of all in-place
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devices, whether they be under direct control (i.e. security tools) or not (e.g. workstations,
servers, network devices);
Maintain operational configurations of all in-place security solutions as per the established
baselines;
Monitor all in-place security solutions for efficient and appropriate operations;
Review logs and reports of all in-place devices, whether they be under direct control (i.e.
security tools) or not (e.g. workstations, servers, network devices). Interpret the implications
of that activity and devise plans for appropriate resolution;
Participate in investigations into problematic activity;
Participate in the design and execution of vulnerability assessments, penetration tests, and
security audits;
Participate in security investigations and compliance reviews, as requested by internal or
external auditors; and,
Provide tier 3 support for end users for all in-place security solutions.

QUALIFICATIONS
Education And Experience
• 5+ years’ experience in IT Security and network operations;
• Certificate, diploma or degree in Computer Science or a related field; and,
• Advanced certifications such as SANS GIAC/GCIA/GCIH, CISSP or CASP and/or SIEM-specific
training and certification.
Skills, Knowledge And Required Competencies
• Self-motivated and always knowing what needs to get done;
• Fast learner, constant researcher, and able to effectively deal with rapidly changing priorities
and requirements;
• In depth, hands on knowledge of Windows Server Administration, Active Directory, VPN,
Office365, Firewall, Networking, Multi-Factor Authentication;
• Experience in enterprise security architecture design;
• Experience in enterprise security document creation;
• Experience in designing and delivering employee security awareness training;
• Extensive working knowledge of information security and vulnerabilities/threats, security best
practices, tools, and techniques, including encryption;
• Endpoint Protection (Anti-virus/Anti-Malware), Privilege Access Management, Data Loss
Prevention solutions;
• Experience in Network Security;
• Experience running production 24/7/365 operational environments;
• Experience with multi-datacenter architectures;
• Ability to build and work with multi-disciplinary teams to achieve goals and to meet deadlines in
a fast-paced environment;
• Ability to prioritize, and re-prioritize work as required;
• Solid written & verbal communication; and,
• Risk and Incident Response training and/or experience will be considered an asset.
YOUR CAREER
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At Western Forest Products, we believe our most significant asset is our people. Investing in our people
brings value and success to our business, ensuring a safe, engaged, productive and continuously
improving workplace. We offer challenging opportunities working alongside the best in the industry to
meet your career and professional development goals while providing competitive total rewards and
recognition.
We provide a variety of on-the-job training and continuing education in many areas at Western to
ensure you have the skills you need to succeed. Our promote-from-within culture recognizes high
performance and we offer diverse career paths across the organization for those with the talent and will
to advance.
Our total rewards offering including competitive pay, performance bonus, pension plan, benefits and
other programs designed to support our employees.
WESTERN OVERVIEW
Western Forest Products is a leading forest products company that sustainably manages forests and
manufactures high-quality wood products. Headquartered in Vancouver, British Columbia with
operations in the coastal region of B.C. and Washington State, Western meets the needs of customers
worldwide with a specialty wood products focus and diverse product offering.
Our commitment to health and safety, environmental stewardship and community engagement is core to
how we do business at Western Forest Products.
Our approach to responsible business practices in all aspects of our business is multi-faceted. We adhere
to and employ the most stringent environmental practices in the world. The steps we take to ensure the
forests in which we operate are renewed and remain healthy and viable for future generations are
mirrored in the care we take to make certain our communities continue to grow and prosper. This
includes investing in communities where we operate and continuing to forge mutually beneficial
relationships with First Nations in respect of their local and cultural interests.
WEBSITE LINK
https://workforcenow.adp.com/mascsr/default/mdf/recruitment/recruitment.html?cid=7123675f-b0ca4b68-9feaf24295bd6993&ccId=2637603463_4010&type=MP&lang=en_CA&selectedMenuKey=CareerCenter
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